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Dodd-Frank is raising

more questions than
answers among banks
and their boards.
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LAW REVIEW

FOREIGN PRIVACY LAWS AND THE CROSS
BORDER TRANSFER OF INFORMATION

In an increasingly global financial world, it’s helpful to have some basic knowledge about the
rules and regs regarding international privacy law.

by MARK D.
KOTWICK

he cross-border transfer of
Tinformatiun has become

almost unavoidable in today's
world of increasing economic global-
ization. Routine transfers by U.S.
financial institutions of data origi-
nating from outside the United
States, however, carry with them
potential legal consequences under
the myriad privacy laws that limit
the transfer of individuals’ personal
data to the United States. Financial
institutions, accordingly, need to be
increasingly vigilant of the privacy
laws of the countries with which they
do business, and carefully monitor
their compliance with those laws.

The transfer of information

between financial institutions con-
cerning employees, clients, customers
or other individuals cccurs every day
with little requlatory impediment in
the United States, other than dis-
crete areas such as the collecting
and use of Social Security Numbers,
credit reporting, financial accounts
and electronic health records. This
is because, in general, U.S. law
assumes that a corporation owns the
data it possesses or controls. U.S.
corporations thus rarely have to
warry that their preservation, pro-
cessing, review, or disclosure of
information would violate an individ-
ual’s rights to the data. Other coun-
tries, however, weigh an individual’s
right to privacy against the right to
public access to information very dif-
ferently. In particular, Europeans
view information about a person as
belonging to that person and consid-
er personal data privacy a funda-

mental right. Their views are increas-
ingly influencing how other countries
around the globe view an individual’s
privacy rights.
The European Union's privacy
regime

The European Union (EU) has

ing" of any personal information,
including the collection, storage, use,
or transfer of the information.
Covered data includes both private
and public information, such as
names, addresses, e-mail addresses,
telephone numbers, marital status,

f ial infarmation (such as bank

perhaps the most comprehensi
legal regime with regard to data pri-
vacy and the transfer of personal
information. At the heart of these
privacy laws is the EU Data
Protection Directive, which went into
effect in 1998 with the twin objec-
tives of protecting individuals with
respect to the processing of personal
information while ensuring the free
of that infi tion within

the EU through harmonizing differ-
ent member states’ privacy laws. It
is important to remember that the
directive itself is not a law, but
rather a mandate setting out mini-
mum standards that each of the EU’'s
twenty-seven member states is obli-
gated to incorporate into its own law.
Consequently, actual data privacy
laws vary from country to country,
and when interacting with Institu-
tions in the EU, even in discrete
instances, U.S. financial institutions
must determine their rights and obli-
gations under the privacy laws of
each member state with which they
are dealing. Then they must consider
what steps have to be taken to com-
ply with applicable laws and how to
implement those steps, adopting poli-
cies and procedures to manitor their
compliance with those laws.

The directive establishes a regu-
latory framework for the “process-

account or credit card numbers),
compensation, and terms of employ-
ment contracts. Additional restric-
tions are mandated for certain types
of “sensitive” information, such as
that relating to a person’s race, eth-
nicity, political or religious beliefs, or
health status. The directive places
very specific (and, by American
terms, often onerous) handling
requirements on the processing of
personal data, including notice to
those whose information is being
collected; limits on how the informa-
tion can be processed; the rights of
persons to access and correct the
information collected about them;
how long the information can be
maintained before it must be
destroyed; and measures that must
be taken to protect against unautho-
rized access to the information.
Sanctions for violating a country's
privacy laws vary by member state,
but include significant fines, enjoin-
ing future transfers of information
by the offending party, and in some
cases, criminal penalties.

The directive requires that EU
member states prohibit the transfer
of personal data to non-EU countries
whose laws do not provide similar
protections to those embodied in the
directive, unless some other approved
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means of assuring adequate protec-
tion of the information is in place.
Notably, the EU does not consider
that the United States provides “ade-
quate” data protection under its
laws. This means that a U.5. institu-
tion wanting or needing to lawfully
process protected information from
an EU member state must meet the
requirements of the directive on a
compdny-by-company basis.
l:nm'plying with the EU Directive
One solution to this problem was
the creation of a “'safe harbor by
the European Commission and the
U.S. Department of Commerce, under
which a U.5. company adopts a pri-
vacy program compliant with a stan-
dard set of privacy principles consis-

can negotiate an ad hoc agreement,
which typically will have to incorpo-
rate comparable protections. In
both cases, most EU member states
require that their local authorities
review and approve any proposed
contract involving the transfer of
personal information. In the case of
either a standard contract or an ad
hoc agreement, the U.S. Institution
assumes a contractual obligation to
comply with applicable data privacy
laws. Furthermore, under the stan-
dard contractual clauses, and almost
necessarily in any ad hoc contract
that passes muster with the local
authorities, the U.5. institution will
generally have to agree to joint lia-
bility with the data exporter for any

tent with the Directive. A company
within the safe harbor will be deemed
to satisfy the requirements of the pri-
vacy laws of each of the EU member
states and can freely receive data
transfers from those countries.
Financial institutions, including
banks, credit unions, and savings and
loan institutions, however, are ineligi-
ble to join the safe harbor at this
time. Consequently, U.5. financial
institutions have several alternatives
available if they seek to import pro-
tected personal data from an EU
country.

First, a U.S. institution and the
exporter of the data can enter into a
contract that obligates them to pro-
vide adequate safeguards for the
data. The contract identifies a set of
data being transferred and the pur-
poses of the transfer, and sets out
the rights and obligations of both
parties in relation to the data. The
contract can incarporate standard
contractual clauses approved by the
European Commission (amended in
May of this year), which affords to
individuals whose data is being
exported essentially the same protec-
tions extended to them under the
directive. Alternatively, the parties

i caused to

resulting from the misuse of their
personal information.

Second, the company exporting
the data may obtain the individual's
consent to the transfer of his or her
personal data. A benefit of this
method for the American importer of
the data is that, unlike transfers pur-
suant to a contract, it will generally
have limited cbligations in relation to
the imported data, and almost no lia-
bility with respect to the individual
whose data is being transferred. The
U.S. institution, of course, must be
mindful that its exporter counterparty
may be sanctioned in the event the
data Is misused, and thus its ability to
negotiate the future transfer of infor-
mation may be compromised if it mis-
uses the transferred information.

Finally, personal data may be
transferred to third countries when
the transfer is necessary for the per-
formance of a contract between the
individual whose data is being trans-
ferred and the company exporting
the data, or the transfer is necessary
for the performance of a contract
between the EU company and a U.S.
institution for the benefit of that
individual. This, however, is a narrow

exception limited to information
absolutely essential for the perform-
ance of a contract, and the trans-
ferred information can be used only
faor that specific purpose. In this sit-
uation, the responsibility for compli-
ance with applicable privacy laws,
and the liability for any misuse of
the information, remains largely on
the EU exporter of the data,

It is important to keep in mind
that there are other foreign statutes
governing the transfer of information
separate and apart from these direc-
tive-based privacy laws, including so-
called bank secrecy laws limiting the
disclosure of banking and financial
records, and blocking statutes pur-
porting to limit the transfer of infor-
mation in connection with foreign
legal proceedings, These laws
impose further and different limita-
tions on the transfer and use of par-
ticular types of personal data and
reguire additional consideration
when encountered.

The trend of data protection laws

A collateral effect of the direc-
tive and the collective economic
power of the EU is that a growing
number of other countries, from
Russia to Canada to Japan to
Mexico (effective July of this year),
have adopted, and other countries
are considering, national data priva-
cy laws closely tracking the direc-
tive. The clear trend is that privacy
laws are expanding worldwide, and
developing laws are likely to look
like those in the EU and be signifi-
cantly more stringent than those in
the United States. U.S. institutions
thus must be increasingly vigilant
any time they are involved in the
cross-border transfer of any personal
data, and are likely to face mounting
pressure to adopt internal privacy
policies that will allow them to more
easily interact and share personal
information with companies outside
of the United States. |BD|
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Marlk D. Kotwick
is a partner in
Seward & Kissel's
Litigation Group
and represents
clients in a wide
variety of complex
and sensitive mat-
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